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Introduction

This guide is for users responsible for setting up and managing data Availability infrastructures that include Veeam® Backup &
Replication™ and Hewlett Packard Enterprise (HPE) StoreOnce backup appliances configured with Catalyst backup targets. It assumes
the reader is familiar with Veeam Backup & Replication and HPE StoreOnce. Please refer to the Veeam Backup & Replication user guide
for more detailed information. For information on HPE StoreOnce, please visit www.hpe.com/storage/StoreOnce.

Veeam Backup & Replication integrates with StoreOnce Catalyst to enable source-side deduplication, virtual synthetic full
backups and faster restores. This leads to more efficient backup data transfer over the network, reduced storage space and faster
performance in comparison to backup targets with traditional NAS protocol (CIFS and NFS) connectivity.

This guide covers the setup and configuration of Veeam Backup & Replication with HPE StoreOnce Catalyst for both on-site and off-
site backup copies. For off-site copies of backup data, two copy scenarios are compared. The first has a single local Veeam Gateway
server and the second has two Veeam Gateway servers, one at the local site and one at the remote site.

Software and security requirements

» Veeam Backup & Replication Enterprise or Enterprise Plus version 9 Update 2 or later with StoreOnce 3.13.1 or later for general
Catalyst integration

» Veeam Backup & Replication Enterprise or Enterprise Plus version 9.5 or later with StoreOnce 3.15.1 or later is required for
Instant VM Recovery® and other vPower® NFS-based features. For full compatibility details please see the support matrix
at www.hpe.com/storage/DAPRCompatibility

 Administrator credentials for the HPE StoreOnce appliance

» Recommended —10 GbE, 8 Gb FC or 16 Gb FC connectivity from the Veeam Gateway server to the StoreOnce appliance
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Veeam & StoreOnce integration components

The figure below gives an overview of the main components in a Veeam Backup & Replication and StoreOnce deployment. This guide
will focus on Veeam integration with StoreOnce Catalyst based backup repositories.

Architecture overview

TS = _ Backup Repositories
= on StoreOnce
O — Agent backup storage
- —‘
vCenter / SCVMM VMware / Hyper-V/ Win / Linux

Infrastructure Agent CIFS / NFS
---------------------------- > 51 -
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Veeam Backup & ]
Server Veeam Proxy Veeam Gateway E3 | —
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- Catalog from the to the Backup Repository
infrastructure Repository

Supported topologies and use cases for Catalyst based repositories:

HPE StoreOnce can be used as a Veeam Backup & Replication target in many different use cases. Common topologies are shown below.

Backup over LAN

Deduplication

oo o | oo R == eI
B

Catalyst over IP
.0

HPE StoreOnce

Snapshot

Figure 1: Veeam using Catalyst for source-side deduplication over LAN
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LAN-free Backup

Deduplication
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Figure 2: Veeam using Catalyst for source-side deduplication over fibre channel

Backup and backup copy over WAN

Site 1

Deduplication

] |
- S B . W
1

Catalyst over WAN

HPE StoreOnce
HP StoreOnce
(optional local copy)

Figure 3: Veeam using Catalyst for source-side deduplication over a WAN for direct backup or backup copy to create a secondary copy of local backup data.

Configuring Catalyst Store Access Control

It's a good practice to restrict access to the Catalyst stores only to the clients that should write and read backup data from
the store. StoreOnce Catalyst Client access permission checking is used to control this access and is implemented by creating
Catalyst client identifiers. Two modes can be set on StoreOnce Catalyst stores for access control:

* No Client Access Permission Checking allows all clients to have access to the StoreOnce Catalyst store(s)

» Client Access Permission Checking allows a selected group of client identifiers to access to the StoreOnce Catalyst store(s).
To enable this mode, enable Client Access Permission Checking on the Settings tab of the StoreOnce GUI. To access this tab,
navigate to HPE StoreOnce>StoreOnce Catalyst>Settings. When client access permissions are enabled, a Catalyst store must
grant access to all clients that need access to the store. This is done using the Permissions tab of the configuration page for
that StoreOnce Catalyst store. These credentials will be used in the Veeam Backup Repository creation wizard.

@D HP StoreOnce 4700 Backup User:  Admn Role.  admn I Logoul  Help

ECCTN | . figuration

Systom Time: Feb. 29, 2016 12:14.39 PMCET

Stalus  Sefting Qients | Blackout Window s~ Bandw idth Limting Window s Fibre Channel Seftings A

[ 0) Clent Access Fermssion Checkng
Total Events. 0 0 308

© client permission checking is enabled. It can be disabled from the StoreOnce Catalyst "Settings'tab
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i HPSloreOnce Password Catalyst anag panag

Server Client

~ Client Description Password
2.4 v Confirmation . Properties Permissions
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B 2, replication Al Clents : : =
- I StoreOnce Cataly st veeam 'Vieeamn chent L oL [j_ [j_ _I:]_
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Figure 4: StoreOnce GUI for viewing and assigning permissions and a password to Catalyst client identifiers.
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Creating a Catalyst Store for Veeam Backups

Before configuring a Backup Repository, a StoreOnce Catalyst store(s) must be created on the StoreOnce appliance(s) that will
store the backups and backup copies.

» Logonto the HPE StoreOnce Management Console (StoreOnce GUI) with administrator privileges.
* Navigate to HPE StoreOnce>StoreOnce Catalyst>Stores. Click Create.

» Change the store details as appropriate. If necessary, find the table describing the store details in the StoreOnce Catalyst
Stores section of the HPE StoreOnce Backup system user guide for the product in use.

 Specify the Primary and Secondary Transfer Policies. There are two possible values, Low Bandwidth (LBW) or High Bandwidth
(HBW). Specifying the value of the transfer policy determines how the backup data is transferred between the Veeam Server
and the StoreOnce appliance. As shown in Figure 5, there is a primary and secondary transfer policy. The Primary (Default)
Transfer Policy configures the default transfer policy. The Secondary Transfer Policy is set to the same value as the Primary
(Default) Transfer Policy to enforce that policy or it is set to the other value to permit the Veeam server to use the secondary
transfer policy if it calculates that is necessary.
Recommendation: The transfer policy configured between the Veeam server and the StoreOnce appliance determines if the
backup data transfer will be low bandwidth (LBW) or high bandwidth (HBW). LBW transfer processes the backup data on
the Veeam server to identify and only transfer unique backup data to the StoreOnce appliance. This is called “source-side
deduplication.” Source- side deduplication significantly reduces the physical backup data transferred over the network. It can
also reduce backup time by increasing throughput, particularly when there are multiple concurrent backup jobs. It should also
be used if the backup or backup copy job is over a WAN because of the significant reduction in bandwidth requirements.

HBW transfer sends all the backup data from the Veeam server to the StoreOnce appliance. Duplicate data is identified and
deduplicated on the StoreOnce appliance. This is called “target-side deduplication."Target-side deduplication does not reduce the
backup data transfer over the network and should only be used with high throughput networks — 10 GbE, 8 Gb FC, or 16 Gb FC.

When testing or running a proof of concept, it is recommended to simulate as closely as possible the production setup.

If a single backup job is used for testing, a HBW transfer policy may be faster than a LBW transfer policy. As more backup jobs
are run in parallel, the speed advantage of a LBW transfer policy will increase. LBW transfer (source-side deduplication)

is recommended for most use cases and should be used unless there is a reason not to use it.

Note: Do not create too many Catalyst stores. The maximum number of Catalyst Stores is reported in the StoreOnce user guide. There

isn't a size limit for each Catalyst Store, but it's generally better to keep a store at less than ~100TB of used capacity (i.e.: 1 PB as logical
capacity for a 10:1 deduplication).
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Stores [ Create |
Name Version Status Created Number of Catalyst Items User Data Stored Size On Disk Dedupe Ratio
Demo_V8_CL 2 (O Online  12:53 2016/0229 121 40TB 3284 GB 120 A
| Demo_V9_CL_sorl 2 () Online  19:04 20160301 75 23TB 2605 GB 87 v

New Store

Catalyst Store Details |

Name dows Backup *

Description Veeam Backup Storage

Data Job Log Retention Period (Days)

Inbound Copy Job Log Retention Period
(Days)

Qutbound Copy Job Log Retention Period
(Days)

Primary (Default) Transfer Policy
Secondary Transfer Policy
Physical Data Size Quota
Logical Data Size Quota

Store Encryption Enabled

Store is Federated

90 = Days (Range: 1 - 365, Default: 90)

90 » Days (Range: 1 - 365, Default: 90)

90 | = Days (Range: 1-365, Default 90)
Low Bandwidth
Low Bandwidth v
GB
L GB
"] @ Not Licensed

Figure 5: StoreOnce GUI showing a Catalyst store configured with a low-bandwidth primary and secondary transfer policy to reduce network bandwidth usage.

The recommended transfer policies are slightly different for Veeam Backup & Replication versions 9.0 and 9.5.

Transfer Policy settings for Veeam Backup & Replication v9

* For source-side deduplication — recommended
 Primary (Default) Transfer Policy = Low bandwidth
» Secondary Transfer Policy = Low bandwidth

* For target-side deduplication
 Primary Transfer Policy = High bandwidth

 Secondary Transfer Policy = (any value)

Transfer Policy settings for Veeam Backup & Replication 9.5

« For source-side deduplication — recommended
 Primary (Default) Transfer Policy = Low bandwidth

« Secondary Transfer Policy = (any value)

« For target-side deduplication
 Primary Transfer Policy = High bandwidth

+ Secondary Transfer Policy = (any value)
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By default, the new Catalyst store is accessible from “All Clients.” Access can be restricted to named clients as shown in the
screenshot below, as an option. This requires a client identifier to be created as described in the Configuring Catalyst Store Access
Control section above.

Stores [ Create |
| MName Version Status Created Mumber of Catalyst ltems User Data Stored Size On Disk Dedupe Ratio
Windows_Backup 2 () Online 1500 2016/03724 0 0B 7.1MB 00 A
v

Soeed-Test 2 (7 Online  15:01 2016/03/24 0 0B 7.1 MB 0.0

Windows_Backup

Catalyst Store Details | Permissions | Cafalyst ltem Summary | DataJobs | Outbound Copy Jobs | Inbound Copy Jobs
Client Description Access Mo Access
All Clients. All Clients E: Ol
veeam Veeam client .

Figure 6: The permissions settings for the ‘Windows Backup' store showing access restricted to the client “Veeam.”

How to connect to a StoreOnce Catalyst store via IP
and Fibre Channel

HPE StoreOnce Catalyst provides source side deduplication and thus reduces the network load during backup and copy
processes. The network load reduction on the first backup of a VM is lower than for subsequent backups. Starting with the
second backup the network load reduction will be measureable. For restore/read activities, Catalyst does not produce any
bandwidth reduction and data is sent rehydrated to the Veeam server.

There are two options for connecting Veeam servers to a StoreOnce Catalyst store.

« IP/Ethernet: StoreOnce Catalyst over Ethernet (CoE) is the most commonly used option and it is available with minimal
configuration. The user just needs to make sure the Ethernet infrastructure has enough bandwidth to support the backup
load, and that the Veeam Gateway server has access to this network with an appropriate IP address.

« Fibre Channel (FC): StoreOnce Catalyst over Fibre Channel (CoFC) functions the same way as StoreOnce CoE. However, some
additional configuration is required to set up the backup and restore connections between the ports on the HPE StoreOnce
Backup system and the ports on the client servers. This is done using the Fibre Channel Settings tab of the StoreOnce GUI. This
GUI page is only available if CoFC is enabled on the StoreOnce appliance.

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Prerequisites for using Catalyst over Fibre Channel

» The Veeam Gateway server and the HPE StoreOnce appliance are connected to the Fibre Channel network.

« Veeam servers can communicate with the HPE StoreOnce appliance over a Fibre Channel network. To do so, the storage
administrator must ensure that any network segregation, such as zoning, is set up to handle the required connectivity
between server and appliance.

Note: When using StoreOnce Catalyst over Fibre Channel (CoFC), administrator privileges are required to access OS-specific device
files associated with StoreOnce CoFC devices. Fibre Channel users are advised to consult the StoreOnce support matrix (available
at www.hpe.com/storage/DAPRCompatibility) to ensure that Veeam server host bus adapters (HBAs), switches, Fibre Channel
driver and firmware versions are supported.

Initial Fibre Channel configuration

In the StoreOnce GUI, navigate to HPE StoreOnce>StoreOnce Catalyst>Fibre Channel Settings tab and locate the identifier
at the top of the window as shown below. This is the Fibre Channel address of the StoreOnce that is used to identify

the StoreOnce Backup system in Veeam. It is in the format COFC-<device-id> which will be inputted into Veeam where

an Ethernet address would otherwise be provided.

» Fiteo Chansel Setings

Fibre Channel Settings

emamer CORC-gaCAE2A1S0EMOT

Pt AL Pom O wsen At (Satest) N_Port (detautiregures Switch Port i suppan NPV)

Port2 1A Portz @ a0 o (dataet) _Port (detaulreauines Swich Port 1 support HETV)
k] KA ot O 50 Auto {getaut N_Port (detautHreques Swich Port b support WP
Pea s HBAS o @ 1ot At (Sefadt) N_Part (detautiregures Switch Port i suspan NPV
Devices

Target Devices

Word Wide Node Hame Worid Wide Port Hame Number of Lages Mumer of Devices per Logn

B Cataynt awer FE Target Fort 1 @ Cnine. b1 OIS 00183002 31FFES4 £ L]
[ Catayst over FC Target Peet 2 S Oaine. aBSCERT SR0143B0TMFFEST SO1SIBIIIFFESE kel
IR Catayst over FC Target Poet 3 @ Cane DWBSCTAY 5001418021 DOCES 5001431802 HDCCES n

= T B

I Catalyst aver FC Target Poct 4 S Caine. eBLCTE S043BETHDECET $00123902310CCHS 2

Figure 7: The Catalyst Fibre Channel setting tab shows Fibre Channel settings and the number of target ports and FC devices.
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» HPE recommends the default values in the target ports section. However, the speed can be edited.

* Locate the world-wide port name for each port on the StoreOnce Backup system. This is the information needed to zone the
Veeam Gateway server Fibre Channel ports with the StoreOnce Fibre Channel ports.

* Locate the “Number of Logins" and “Number of Devices per Login" for each port. These values determine the number
of concurrent backup and restore connections allowed on each Fibre Channel port on the HPE StoreOnce Backup system.

« Number of logins defines the number of client-side ports that are zoned to connect to that port on the StoreOnce system

and cannot be edited.

» Devices per initiator port determines the number of backup and restore connections that are allowed from each Veeam
Gateway server Fibre Channel port to the ports on the StoreOnce Backup system. This value should be increased to the
maximum number of possible connections available in the GUI. If this value is increased, a device-file rescan on the Veeam

server is needed before the change is recognized.

Note: The number of possible paths between a Veeam Server Fibre Channel port and a StoreOnce Fibre Channel port is calculated
as number of client ports zoned * number of StoreOnce node ports zoned * devices per initiator port.

Table: Example relationships between device per initiator port and number of data sessions.

Maximum possible FC
connections between
Veeam Server FC ports and

Veeam server HPE StoreOnce Number of devices per login StoreOnce FC ports
1 port zoned to 4 ports 1 4

2 ports zoned to 4 ports 1 8

2 ports zoned to 2 ports 4 16

2 ports zoned to 4 ports 8 64

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Configuring of the Veeam Gateway server
for Fibre Channel

Administrator permissions are required to run CoFC backups. StoreOnce CoFC presents a device type of “Processor."These
devices are shown as “Other Devices" in Windows Device Manager. After zoning the devices or changing the number of devices
per initiator port, right-click "Other Devices” and select "Scan for hardware changes” to detect the new devices.

" -
g Device Manager

File —Action Wiew Help

a5 E - e

El 43 NBU76
”é Batteries

M Computer

 Disk drives

L. Display adapters

o DVDJCD-ROM drives

' Floppy disk drives

=& Floppy drive contrallers

g IDE ATA/ATAPI controllers

— Keyboards

}i Mice and ather pointing devices

B Monitors

L Metwork adapters

[0 oo T [ [ [ [ [ [ [ )

Scan for hardware changes

un HPStore  pronerties
HP Storecr o ST T OISO T T

% HP StoreOnee CoFC SC5I Processor Device
1% HP StoreOncs CofFC SCSI Pracessar Device
7 HP StoreOnce CofFC SCSI Processor Device

5, HP StoreCnce CoFC SCSI Processar Device

- B HP StoreCnce CoFC SCSI Processor Device

1% HP StoreOnce CofFC SCSI Processar Device

% HP StoreOnce CofFC SCSI Processar Device

Figure 8: StoreOnce CoFC presents a device type of Processor and is shown under Other Devices in Windows Device Manager.
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Creating a StoreOnce Catalyst-based

Veeam Backup Repository

Backup repositories are simply defined as storage for Veeam backup files created by Veeam Backup & Replication. A backup
repository receives its data from the Veeam Backup Proxy where data is read from the infrastructure before being sent to a Veeam
Gateway server and then a StoreOnce system. To create a Catalyst-enabled Veeam backup repository use the following steps:

« Click on "Backup Infrastructure” in Veeam Backup & Replication

« Right-click on “Backup Repositories” and choose “Add Backup Repository”

BACKUP INFRASTRUCTURE

4

E Backup Proxies

E Backup Repositori =1

EL. Scale-out Repositori =

£ WAN Accelerators

@ Service providers

&, SureBackup
,55 Application Groups
% Wirtual Labs

@ Managed servers

4 @ VMware vSphere
E: Microsoft Windows
ER 1imiee

EE BACKUP & REPLICATION

(352 BACKUP INFRASTRUCTURE

Figure 9: Veeam Ul showing the creation of a new Backup Repository.

* Repository name — Give the repository a friendly name

Add Backup Repository...

Type

Server
Repository
Mount Server
Review

Apply

.,—‘+ Name

New Backup Repository

Type in @ name and description for this backup repositary.

Dtame S e

‘StnreOnce - Windows|

Description:

Created by ESC'federco at 2016-03-25 11:00.

Figure 10: Defining the name of the backup repository.

12
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* Repository type — Choose "Deduplicating storage appliance”

Type
Choose type of backup repository you want to create.

) Microsoft Windows server

Microsoft Windows server with intemal or directly attached storage. Data mover process running
directly on the server allows for improved backup efficiency, especially over slow links.

O Linux server
Linux server with intemal, directly attached, or mounted NFS storage. Data mover process running
directly on the server allows for more efficient backups, especially over slow links.

) Shared folder

CIFS (SMB) share. When backing up over slow links, we recommend that you specify a gateway
server located in the same site with the shared folder.

® Deduplicating storage appliance
Advanced integration with EMC Data Domain, ExaGrid and HPE StoreOnce. For basic
integration, use the Shared folder option above.

<Previous | [ Net> || foen [ Cancel |

Figure 11: Specifying “Deduplicating storage appliance” as the type of backup repository.

» Deduplicating storage type — Choose "HPE StoreOnce”

Deduplicating Storage
Specify the deduplication storage appliance you want to add.

() EMC Data Domain

DD Boost license, and DD OS 5.5 or later are required. If your Data Domain storage does not
meet these requirements, go back and choose the Shared Folder option instead.

O ExaGrid
ExaGrid firmware version 4.7 or later is required. ¥ your ExaGrid storage does not meet these
requirements, go back and choose the Shared Folder option instead.

@® HPE StoreOnce

StoreOnce Catalyst license and StoreOnce firware version 3.13.1 or later. If your StoreOnce
appliance does not meet these requirements, go back and choose the Shared Folder option

Figure 12: Specifying "HPE StoreOnce" as the type of backup repository being configured

13
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« Server name — Enter the DNS name, IP address or choose Fibre Channel connectivity for the StoreOnce Appliance, along
with credentials to access the Catalyst Stores. If “Client Access Permission Checking” has been enabled, those credentials will
be used here. Otherwise, any user or admin credentials can be used. New credentials can be added by choosing "Add" and
inputting the appropriate credentials that will be stored in the Veeam credentials database for future use

Gateway server —The Veeam Backup & Replication architecture consists of two data mover services. One service on the
source proxy and one on the backup repository. In the case of StoreOnce, where Veeam does not install a data mover on the
StoreOnce appliance, Veeam uses a gateway server to host this service. The gateway server sits in front of the StoreOnce
appliance and enables source-side deduplication with advanced management of Veeam backup files. The automatic selection
option allows Veeam to choose a gateway server, a role that can be assigned to any Windows server added to Veeam Backup &
Replication that has access to the StoreOnce appliance. If no additional Windows servers are added, Veeam will use the default
backup proxy for this role. To ensure that only servers capable of serving this role are used and a minimum of network device
hops occur, it is recommended to explicitly select this server. This is a requirement if using FC connectivity, in which case the
chosen server must be zoned in a way that gives it access to the StoreOnce.

Note: Whenever possible it is suggested configuring both proxy and gateway roles to run on the same server. This eliminates
an extra hop for backup traffic and reduces backup proxy CPU utilization.

Note: When using virtualized Veeam components in vSphere, ensure that the vNIC used for data traffic is set to VMXNET3 rather
than the default E1000. This is particularly important for 10 GbE LAN.

WAN settings (version 9.5 and newer) — Catalyst has been designed to work over LAN as well as WAN connections.

When the communication between the Veeam Gateway and StoreOnce is across a WAN link, we recommend to enable

the "Gateway server and StoreOnce connected over WAN" checkbox. This optimization option enables Catalyst native
compression and checksum algorithms. Compression further reduces the WAN bandwidth utilization and checksum makes the

communication more resilient to communication errors that are more frequent on WAN links. To avoid the additional workload,

it is recommended to not activate this functionality for on-site Catalyst repositories.
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06262017



VEeECSAM

= HPE StoreOnce
"N specy HPE StoreOnce storage name and credentials.
=
Name Type in HPE StoreOnce server name:
[11.00.77
Type
[] Use Fibre Channel (FC) connectivity
Deduplicating Storage Requires that gateway server is connected into SAN fabric.
T
Repository Manage accounts
Mount Server
Gateway server:
Review O Automatic selection
Aoply @ The following server:
| ATLVBKJL ga Jocal (Backup server) v|
[[] Gateway server and StoreOnce are connected over WAN
Enables network traffic compression and check ing by Catalyst. Using this funcitonality may
reduce backup performance over fast links.
[ <Previous | [ Net> | Frish | | Cancal |

Figure 13: Specifying StoreOnce name/IP, credentials and Gateway Server options.

+ Catalyst Store — Select the Catalyst Store to associate to this Veeam repository. The same Catalyst Store can be associated
to more than one backup repository

Load control — It is possible to limit the system resources that Veeam uses for reading and writing to this backup repository.
Veeam Backup & Replication has a built-in scheduler to ensure that the active data sessions do not exceed the StoreOnce
appliance’s maximum number of data sessions, so this setting is not mandatory and can be left disabled.

Note: Advanced settings should not be adjusted for StoreOnce-based backup repositories.

c:+ Repository
C:E] Type in path to the folder where backup files should be stored, and set repository load control options.
=

Name Location

Catalyst store:

[Windows_Backup

Deduplicating Storage i Capacty: 169 TB
—_— Free space: 14.0 TB

Type

Load control
Running too many concument tasks against the same repository may reduce overall peformance.,
and cause |/0 operations to timeout. Control storage device saturation with the following settings:
[ Limit maximum concument tasks to: | j

[] Limit read and write data rates to: _E

Figure 14: New backup repository wizard specifying Catalyst store and load control settings.

15
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» Mount server — In the case of StoreOnce, a mount server is used to mount backup files for Instant VM Recovery, SureBackup®
and On-Demand Sandbox™. For granular restores, the backup server will automatically play this role

» vPower NFS — When a Veeam Instant VM Recovery is performed, backups are mounted to the hypervisor and powered
onin aread-only state. All new data will be written to a temporary cache stored at the path specified on this page by default.
It is best practice to have at least 15% of the largest VM(s) that could be recovered available at the specified path. For example,
a100 GB VM that may be restored would need 15 GB of free space at this location. It is also possible to write new data during
arestore to a production datastore which can be chosen in the restore job itself

Note: In cases where the Gateway server selection is set to automatic, the Mount Server will also handle the functions of synthetic
full backups and running backup copy agents.

Note: Veeam Backup & Replication Enterprise or Enterprise Plus 9.5 and StoreOnce v3.15.1 are required for vPower NFS support.

New Backup Repository -

+ Mount Server

Specify a server to mount backups to for filedevel restores. vPower NFS service allows for nunning virtual machines directly from
! backup files, enabling advanced functionality such as Instant VM Recovery, SureBackup and On-Demand Sandbox.

Name Mount server:
[ATLVBKIL galocal (Backup server) v]

Type
Deduplicating Storage [w] Enable vPower NFS service on the mount server frecommended)

Specify vPower NFS write cache location on the mount server. Make sure the selected volume
HPE StoreOnce has enough free disk space available to store changed disk blocks of instantly recovered VMs.
Reposttory Folder: |||_“ FrogramData \Veeam \Backup \Ws | | Browse...
Mount Server
Review
Apply

Click Ports to change NFS server and backup mourt listener ports Ports...

<Provous | [ et>

Figure 15: Specifying a mount server for restore operations in the New Backup Repository Wizard.
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* Review all settings and click finish

Review
<=
t::E+1 Please review the settings. and click Next to continue.
==
Name Backup repository properties:
= Repository type: HPE StoreOnce
yee
Mount host: ATLVBKIJL.ga local
Deduplicating Storage Account: Admin
HPE StoreOnce Backup folder: storeonce://11.0.0.77:Windows_Backups@&/
Wiite throughput : Not limited
Repository
Max parallel tasks: Not limited
Mount Server

The following components will be processed on server ATLVBKJL galocal:
L aiready exsts

Aoply vPower NFS already exists
Mount Server already exists

[] Import existing backups automatically

Figure 16: The summary page in the New Backup Repository Wizard.

Creating a Veeam backup job

A Veeam backup job acts as a policy for protecting one or more VMs. A backup job holds specific settings for compression,
deduplication, block transmission size and application quiescence, in addition to policies for backup file handling. This section
will review the recommended settings when creating a backup job writing to a StoreOnce Catalyst-based backup repository.
« Click on “Backup & Replication” in the left-hand menu bar

« Using the ribbon at the top of the user interface, choose “backup job"

2
v|E 285 22 &

eplication Backup VM  File  Restore Import Failover
Job Job Copy * Copy Copy *  Backup Plan

Primary Jobs Auxiliary Jobs Restore Failover Plans

Figure 17: Launching the New Backup Job wizard from the Veeam GUI.
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* Give the job a friendly name
» Choose "Add" and select the VM(s) to add to this backup job

Add Objects | x| | x|

\ l Virtual Ma
= | Select virtua = B = hat automatically changes
L m asyouaddd Select objects: (L] 583 =
4 (aEf! Hosts and Clusters A
Name 4 B ATLVCO1
——
3 E'Eri Development
Storage 3 E'Eri FlexPod =
b EG? IVM Cluster :
Guest Processing 2 E'gi Piodiction
Schedule b E atlesd06.ga local

b B atlesd07.galocal
b (4 Nested ESX
4 0 Production
" ALPADD1
[ 1
iy ALPDCNM
{59 ALPORACLEQT Recalculate
{5y ALPRDSSRVO1
5 ALPUBUNTUO1 v
~ Total size:

[_*_,- ’ e Q‘ 453 GB

Summary

Figure 18: Launching the New Backup Job wizard from the Veeam GUI.

Note: If a hierarchy object such as “Resource Pool” or “Cluster” is chosen, Veeam will backup all VMs under this object. Also, new
VMs added under the object will be backed up on subsequent backup job runs, or removed from the job if they are removed from
under the object in the infrastructure.

» Backup proxy — Veeam's intelligent load balancing between multiple backup proxies can be leveraged by leaving this as
“Automatic.” In the case of HPE StoreOnce, it is recommended that the backup proxy be the same as the gateway server
whenever possible. This will reduce the number of “hops” in the data path and can reduce CPU utilization on the backup proxy

» Backup repository — Choose the StoreOnce Catalyst-based backup repository created in previous steps

» Retention policy — The number of restore points to keep on disk defines the retention for the VM backups in this job.
To equate this to time on disk, schedule the job accordingly. For example, a daily backup schedule would mean 14 daily restore
points as shown in Figure 19

Note: StoreOnce deduplication highly reduces the storage requirement for additional restore points. Usually a retention of 4 weeks
does not require twice the capacity of two weeks, but only 30% more.
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New Backup Job -

Storage
*— Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
m job and customize advanced job settings if required.

Name Backup proxy
: |Momatic selection | Choose...
Vitual Machines
Backup repository:
o [ StoreOnce - Windows (Created by GAYason at 12/12/2016 10:44 AM) vl
Guest Processing £ 13.1TBfree of 135 TB Map backup
Schedule Retention policy
Restore poirts to keep on disk: “HHO
Summary

[[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or to tape. Best practices
recommend maintaining at least 2 backups of production data, with one of them being off-site.

Advanced job settings include backup mode. compression and deduplication, E
block size, notification settings. automated postjob activity and other settings. vane

<Previous | | Next> Cancel

Figure 19: Specifying proxy, repository and retention parameters in the New Backup Job wizard.

» Advanced settings — For StoreOnce Catalyst-based backup repositories, the following settings are recommended. If different
settings are selected, a notification will appear with an option to change them automatically.

Backup Tab
Backup mode — Incremental

Synthetic Full backups — t is necessary to schedule periodic full backups to minimize the backup chain length. Synthetic

full backups provide new “checkpoints” for backup chains by rolling up the latest existing full backup with the subsequent
incremental backups to create new full backup. Veeam leverages the Catalyst API to offload (virtualize) this process from the
Veeam servers to StoreOnce, reducing the load on the infrastructure and the time required to create the synthetic full backup.

This process takes the following steps:
» Veeam executes an incremental backup. A full backup is no longer required and this reduces the workload on production
storage and servers

» Veeam sends to StoreOnce the “instructions” for merging the previous full with all the subsequent Incremental backups
to finally generate the new synthetic full

« StoreOnce executes this task at high speed because it does not need to move the actual data, but only the pointers to the
stored deduplicated data segments
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To enable synthetic full backups, select the checkbox “Create synthetic full backup periodically” and choose when this should
occur. A synthetic full backup generally completes in 50% or less of the time required for a traditional Active Full backup.

Be aware that in Veeam Backup & Replication v9 Update 2 and 9.5, Veeam will open a new data session to the StoreOnce for
each backup file within a backup chain that is being synthesized. For example, if a backup job has 10 virtual machines, each with
seven restore points, Veeam will open up to 90 data sessions to StoreOnce (assuming a weekly synthetic). This could potentially
utilize all available StoreOnce data session forcing other jobs to wait until the synthetic full frees up sessions. Veeam has a built-in
scheduler to manage this process and to ensure that a StoreOnce’s maximum data sessions aren’'t exceeded. A breakdown of the
data sessions available on specific StoreOnce appliances can be found in the Appendix of this document.

Advanced Settings -

Backup Manteﬂm|30rage|Notﬁcams§vSphﬂghegratm; L3 B

Backup mode
Reverse incremental (slower)

Increments are injected into the full backup file. so that the |atest
backup file is always a full backup of the most recent VM state

& Incremental (recommended)

Increments are saved into new files depandent on previous files in the
chain. Best for backup targets with poor random 10 pefformance

[¥i Create symthetic full backups periodically Days...
Create on Tue, Thu, Sat
[] Transform previous backup chains into rollbacks
Converts previous incremental backup chain into Choose Days .
rolbacks for the newly created ful backup file
Active full backup ] Monday [v] Saturday
[] Create active full backups periodical
St i ul | Tuesday Sunday
Manthiy ot Mond Moniths
Wednesday
< v Thursday
Frday
I al 0K
| Save As Defauit OK | [ Cancsl ]

Figure 20: Specifying backup mode and synthetic full backups in the New Backup Job wizard.

Note: It is required that either a synthetic or active full backup be selected when backing up to HPE StoreOnce over Catalyst.

Storage Tab
Data deduplication — Disabled

» Compression level — Optimal
*Be sure the default setting "decompress before writing” is selected in the Backup Repository advanced settings
 Storage Optimization — Local target (16 TB+ backup files)

* Encryption — Disabled

20
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Backup I Mairtenance | Storage | Netifications I vSphere I Integration I g I e

Data reduction
] Enable inline data deduplication frecommended)
[w] Exclude swap file blocks frecommended)
[#] Exclude deleted file blocks (recommended)
Compression level:
|Optima| (recommended) ] |

Cptimal compression provides for best compression to peformance ratio,
and lowest backup praxy CPU usage.
Storage optimization:

| Localtarget (16TB+ backup files) v]

Lowest deduplication ratio and largest incremental backups.
Recommended for jobs producing full backup files larger than 16TE.

Encryption
[] Enable backup filz encryption

Passwaord:
| | [

i Loss protection disabled Manage passwords

o [Cores

Figure 21: Specifying dedupe, compression, optimization and encryption options.

Note: If data-at-rest encryption is required, it is recommended to use StoreOnce embedded encryption rather than Veeam
encryption because Veeam encryption will reduce StoreOnce data deduplication. To enable StoreOnce encryption, set "Store
Encryption Enabled” at the time of creating the Catalyst store, as shown in Figure 22. Note StoreOnce encryption requires
an additional license on all StoreOnce models except the StoreOnce VSA.

Stores
Name Version Status Created Number of Catalyst tems User Data Stored Size On Disk Dedupe Ratio
Demo_V9_CL 2 () Online  12532016/02129 121 40TB 328.4 GB 120 A
‘ Demo_V9_CL_sor1 2 () Online  19:04 2016/0301 75 2378 2605 GB 87 V)
‘ New Store

Catalyst Store Details |

Name x

Description Veeam Backup Storage

Data Job Log Retention Period (Days) 9 |+ | Days (Range: 1- 365, Default: 90)

:'I'):::)"d Copy Job Log Retantion Period 1o, | < | Days (Range: 1 - 365, Default 90)

m""‘ Copy Job Log Retention Period 1™ 121, « (Range: 1 - 365, Default: 60)

Primary (Default) Transfer Policy Low Bandwidth v

Secondary Transfer Policy Ew Bandwidth W |

Physical Data Size Quota | GB

Logical Data Size Quota ] GB
Store Encryption Enabled - [] @ Not Licensed
|

Store is Federated

S

Figure 22: Enabling encryption in the StoreOnce Catalyst store GUI.
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» Guest Processing — Guest processing enables transaction consistency for VM backups, indexing of VM guest file systems for
quick searching through the optional Veeam Enterprise Manager, and the configuration of how logs of specific applications are
handled. To enable these capabilities simply check the appropriate box and supply administrator credentials. Additional details
on configuration of these features can be found in the Veeam Backup & Replication user guide.

New Backup Job [x]

Guest Processing

Choose guest OS5 processing options available for unning VMs.

Name Enable appli p g

Quiesces applications using Microsoft V5SS to ensure transactional consistency, perfforms
Virtual Machines transaction logs processing, and prepares application-specific VS5 restore procedure

Customize application handling options for individual VMs and lications Applications.
Storage

|v| Enable guest file system indexing

Guest Processing Creates catalog of guest files to enable browsing, seanching and 1-click restores of individual files.
o Indexing is optional, and is not required to perform instant file level recovenes.
Schedule Customize advanced guest file system indexing options for individual VMs
Summary Guest OS credentials

Credentials: |‘_"-L{\ga"admm|stra1m (ga\administrator. last edited: less than 1 v| Add...

Manage accounts

Customize guest OS credentials for individual VMs and operating systems
Guest interaction proxy:
Automatic selection | | Choose... |

| <Previous | [ MNext> Cancel

Figure 23: Setting Guest Processing and file indexing options in the New Backup Job wizard.

 Job scheduling — Usually backup jobs are run daily at night time. If more frequent recovery points are required, a more frequent
synthetic full backup schedule will need to be used. For instance, if three restore points per day are required, and a backup chain of
under 14 needs to be maintained based on the StoreOnce model in use, then there will need to be a synthetic full twice per week.

New Backup Job [x]

Schedule
1 Specify the job scheduling options. if you do not set the schedule. the job will need to be controlled manually

Name [¥] Run the job automatically
Vatual Machines (®) Daily at this time: 10:00 PM 5+ | Everyday v

@ i - [10:00 PM | | Fourtt Saturday
Chate () Monthly at this time: v ourt Saturday

O Periodical 1 Hours
Guest Processing B I =

- () Afterthis job: StoreOnce - Windows (Created by GA'jason at 11/10/20

Summary Automatic retry

[W] Retry failed VMs processing: 3 times

Wait before each retry attempt for: 10 5 minutes
Backup window

[] Teminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, it will be
terminated to prevent snapshot commit during production hours

< Previous H Create Cancel

Figure 24: Set the job schedule to determine the RPO for the backup job.
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Copying Veeam backups to a remote site

Maintaining multiple copies of backups is critical to an organization’s data availability strategy. The use of backup copy jobs plays a key
part in complying with 3-2-1backup best practices — three copies of data on two different media types, with at least one off-site copy.
Veeam with HPE StoreOnce enables this by distributing copies of Veeam backups on geographically separated StoreOnce appliances.

Below we describe two architectures available to execute backup copies; both are based on the Veeam backup copy job.

Architecture "A" — Site to site through source and target Veeam
gateway servers with local StoreOnce Catalyst stores

Advantages:

1. Supports the Veeam health-check and heal functionality for backup copies

2. Facilitates the most efficient restores from and to the target site

3. Supports Veeam WAN acceleration

Disadvantages:

 Does not use StoreOnce Catalyst source-side deduplication for copy jobs

 Optional WAN accelerators are limited to a single stream, potentially becoming a throughput bottleneck

&8

Production Site

[ON
- o - |

Backup Server

2%

WAN
Accelerator

2@

Veeam Gateway

!
&3]

.‘O

Catalyst Store

WAN —

Offsite Archive

2

Veeam Iateway ))))))

WAN
[@ Accelerator
\A
[ Lo

Catalyst Store

Figure 25: Backup Copy Job ‘Architecture A’ using Veeam WAN Accelerators to optimize the WAN utilization.
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Architecture “B" — Site to site using only source gateway servers
with remote Catalyst stores (suggested for bandwidth reduction
and performance)

Advantages:

« Leverages StoreOnce Catalyst source-side deduplication which is reduce WAN bandwidth utilization
» Multiple concurrent streams within the same backup copy job
* Supports heavy workloads (1,000 Mb/s and higher) over high bandwidth WANs

» Does not require additional resources for running Veeam WAN accelerators

Disadvantages:

* Veeam health-check and heal functionality for backup files is not recommended

« An additional Veeam gateway server at the remote site may be required to achieve the desired restore performance

Production _ — Offsite Archive —

2 86

= — g ¥
Backup Server Veeam Gateway . o
T Catalyst Store
&3
®0

Catalyst Store

Figure 26: Backup Copy Job ‘Architecture B’ using StoreOnce Catalyst based deduplication and compression to highly optimize the WAN utilization.

Note: StoreOnce implements health-check processes for data integrity. Details can be found here.
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Implementation steps for copying Veeam backups

to aremote site

Veeam backup copy jobs are designed to copy backups of single VMs, or entire backup jobs with many VMs, to a remote location

with simple or tiered GFS (Grandfather-Father-Son) retention scheme.

Architecture "A" configuration

In this section, we are going to show the configuration of the architecture “A", where there is a Veeam gateway server at both locations.

« Create a Catalyst Store on the remote StoreOnce appliance — Create this Catalyst store as described in the “Creating
a Catalyst Store for Veeam Backups"section above and shown in Figure 27.

Veeam_Backup_Copy

Catalyst Store Details | Permissions Catalyst ltem Summary Data Jobs Outbound Copy Jobs Inbound Copy Jobs

Name

Description

Data Job Log Retention Period (Days)

Inbound Copy Job Log Retention Period (Days)
Qutbound Copy Job Log Retention Period {Days)
Primary (Default) Transfer Policy

Secondary Transfer Policy

Physical Data Size Quota

Logical Data Size Quota

Store Encryption Enabled

Secure Erase Mode

Store is Federated

Veeam_Backup_Copy
Offsite Copy of Backups
90

90

80

Low Bandwidth

Low Bandwidth

(Mo Limit)

(Mo Limit)

=

Mone

.

Figure 27: Creating a Catalyst Store called ‘Veeam_Backup_Copy’ using the StoreOnce GUI with a Low Bandwidth transfer policy.

* Add anew Windows Server — This will be the remote gateway server, so ensure that it has access to the Catalyst store

created in the previous step.

« Click on "Backup Infrastructure” in the Veeam Backup Console.

« Right-click on “Managed Servers” and choose “Add Server,"” then choose “Microsoft Windows."

BACKUP INFRASTRUCTURE

E Backup Proxies

EE Backup Repositories

E;;E Scale-out Repositories
£n WAN Accelerators

=1 Service providers

4 &' SureBackup

& Application Groups

gh Virtual Labs
4 .= Managed
@ = SENErS E" Add Server...
> [ VMware vSpherg —__
5 Rescan

= Microsoft Windoy =
EA Linux Upgrade Servers...
Missing Updates...

Figure 28: Adding a new server to act as a remote Gateway Server for StoreOnce.
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Select the type of server you want to register with backup infrastructure. All registered servers
can be found under the Managed servers node on the Infrastructure tab.

+ VMWARE VSPHERE
=m Adds vCenter Server (recommended), or standalone vSphere Hypervisor (ESX/ESXi).

Adds Viiware vCloud Director 5.x server.

E+ VMWARE VCLOUD DIRECTOR

Adds SCVMM server, Hyper-\ cluster, or standalone host (2008 R2 or later).

D+ MICROSOFT HYPER-V

—+ MICROSOFT SME3

‘e
mmm  Adds SMB3 server cluster, or standalone SMB3 server.
fzm il

+ MICROSOFT WINDOWS
mll Adds Microsoft Windows server (Windows 2008 or later).

+ LINUX

= Adds Linux server (must have S5H and Perl).

Figure 29: Selecting the Microsoft Windows option for the new Veeam Gateway server.

+ Provide the server DNS name or IP address of the server selected as the gateway.

Name
Specify DNS name or IP address of Microsoft Windows server.

DNS name or IP address:

[11.00.39

Description:
L Created by GAYason at 12/8/2015 12:58 FM.
Apply

Summary

< Previous || Next > | | Finish || Cancel

Figure 30: Setting IP or DNS name of the new Windows Server acting as a Veeam Gateway server.
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 Provide local administrator credentials for the new server.

New Windows Server -

+ Credentials
Specify server credentials
|=l-
— |

Name r Select an account with local administrator privileges on the server you are adding. Use
%, DOMAIN\USER format for domain accourts, or HOST\USER for local accourts

Credertizls

. (R O oo =son (gal=on, lost edited: 263 days suolj|Y
Manage accounts

Apply

Summary

Click Ports to customize network ports to be used by individual components
=

Figure 31: Providing domain or local administrator credentials.

¢ Create a new backup repository

Follow all the steps described in the “Creating a StoreOnce Catalyst-based Veeam Backup Repository” section above for creating
a new repository. For the "Gateway server"” choose the newly created Windows Server located at the remote site. This step
is important because it defines that the backup- repository is accessible only by the specified gateway, thus every backup copy

job targeting this backup repository will send data to this server before reaching the StoreOnce over Catalyst.

Edit Backup Repository X

— + HPE StoreOnce
== | Specify HPE StoreOnce storage name and credentials.
e

Name

Type

Deduplicating Storage

. Credentials: { 4, Admin (StoreOnce 4500, laste Add..
Repository Manage accounts
Mount Server
Gateway server:
Review O Automatic selection
Aok (®) The following server:

‘ ALPVBKHP (Created by GAVason at 1/9/2017 9:31 AM ) v

[] Gateway server and StoreOnce are connected over WAN

Enables network traffic compression and checksumming by Catalyst. Using this funcitonality may
reduce backup performance over fast links.

< Previous Neod > Finish Cancel

Figure 32: Specifying the remote Gateway server that will write to the remote StoreOnce over Catalyst.
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¢ Creating Veeam backup copy job

In the Veeam GUI under "Backup & Replication” click on the "Backup Copy" toolbar button and choose the appropriate
hypervisor for the VMs within the primary backup file.

Y H BEG L

Backup Replication = Backup VM  File = Restore Import
Job Job Copy = Copy Copy ~  Backup

Primary Jobs EE VhAware... Restore

BACKUP & REPLICAT] o= Hyper-V..

4 Jobs
ﬁ‘F'E Backup
4 Eé—- Backups
Storage snapshots
=¥ Disk
4 [ Last24 hours
@ Success

Figure 33: Creating a Veeam Backup Job.

« Give the backup copy job a name and choose the interval in which backup copies should be made — this can be per
minute, per hour or per day. At the start of each copy interval, Veeam will look for new restore points on the primary
backup repository to copy to the target location.

Job
-w Backup copy job efficiently creates local and remote copies of your backups. making it easy to maintain muttiple copies of your
E data. Type in a name and description for the job, and specify backup copy interval.

(S tene

|Copy from Primary Ste

Virtual Machines
Description:
Target Copy of backup fles for production servers|
Data Transfer
Schedule Cong vy
" S v| statngat [1200AM £

Controls how often backup copies are created. Backup Copy job creates a new backup file for each
copy interval, and starts copying the most recent restore point of each processed VM into this backup
file immediately, or as soon as the new restore point appears in the source backup repository.

Figure 34: Defining a backup copy job name and copy interval.
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 Choose the VM backups to be copied off site by selecting either backups, jobs or infrastructure. When choosing infrastructure
or jobs, the copy job will wait until backups for the selected objects appear on the backup repository before transporting any data.

Note: The backup repository where the copies should be retrieved from can be found under Source.

New Backup Copy Job -

Virtual Machines

=\f Add vitual machines to the job. Consider using containers (such as backup jobs, or infrastructure folders) for dynamic selection
[ scope. No matter how you choose to select VMs, the job will always get VM data from the existing backups files

Job Objects to process:
N‘_ame Type Size | Add... !
Bcwes CjJALPIOTEST Virtual Machine 100.0GB )
Target
Data Transfer | Exclusions... |
Sct Source... |
Schedule

Summary

Recalculate |

Total size:
100.0 GB

: < Previous | Next > Cancel

Figure 35: Selecting the source VM's or backups to be copied.

» Target — On this step, specify the Catalyst based target repository, the retention policies and the advanced parameters.

« Backup repository — Choose the target StoreOnce Catalyst-based backup repository. Please note that every
backup repository is dynamically or statically associated to a specific Veeam Gateway. The Veeam proxy that
executes the backup copy job will read data from the source repository and will write data to the destination one
communicating with the associated Gateway.

* Restore Points — The number of restore points to keep in the primary retention chain. With Veeam 9.0 the maximum
value is seven. With version 9.5, the maximum value depends on the StoreOnce model in use and can be as big as 42.
For more details, refer to the table in the appendix and check the column “"Max restore points per single backup chain.”
If a number higher than the maximum supported value is selected a warning message will appear.

¢ Keep the following restore points for archival purposes — (Recommended). It is optional to choose a tiered retention
schedule based on the GFS methodology. It is important to keep at least one weekly restore point. This setting forces
the generation of a new full backup using the virtual synthetic full process. This operation reorganizes the full backup file
reducing its capacity utilization.

For remote StoreOnce Catalyst repositories, leave the “Read the entire restore point from source backup” option un-checked.
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New Backup Copy Job -
l g Target
| — | Specify the target backup repository, amourt of most recent restore points to keep, and retention policy for full backups. You
,_— can use map backup functionality to seed the backup files.
Job Backup reposttory:
StoreOnce Backup Copy (Created by GA\ason at 12/8/2015 1:43 PM) v
Virtual Machines = = ol
= 13.2TBfrecof 135TB Map backup
Target

-
v

Restore points to keep: |7
Data Transfer

_ [¥| Keep the following restore points for archival purposes
Schedule

Weekly backup: 4 |5 Sunday 22:00 Schedule..
Summary =
Monthly backup: 0 5 First Sunday of the month
Quartery backup: 0 (5 First Sunday of the quarter
Yearly backup: 0 = First Sunday of the year

[] Read the entire restore point from source backup instead of synthesizing it from increments

Advanced settings include health check and compact schedule, notifications
seftings, and automated post{ob activity options.

< Previous l [ Next > Cancel

Figure 36: Defining the retention for the backup copy job.

» Advanced — Maintenance

1. Storage-level corruption guard — Optional
2. Full backup file maintenance
+ Remove deleted VMs data — Optional
+ Defragment and compact full backup file — Not supported
« Advanced — Storage
1. Datareduction

+ Deduplication — Enabled
« Compression — Auto

*Be sure the default setting "decompress before writing” is selected in the Backup Repository advanced settings
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Advanced Settings X Advanced Settings X
Maintenance  Storage  Notfications  Scripts Maintenance Storage  Notifications  Scripts
Storage-evel comuption guard Data reduction
Perform backup files health check (detects and auto-heals comuption) Enable inline data deduplication recommended)
® Monthlyon: |Last v Satuday v| [ Morths.. Compression level:
Auto (recommended) v
(O Weekly on selected days: Days. Use this option to keep the existing compression level.
Encryption
Full backup file maintenance "
ble file encrypti
Use these settings to clean up. defragment and compact full backup file [ Enable backup fie en e
periodically when the job schedule does not include periodic fulls
[ Remove deleted VMs data after 30 ;| days Add
[ Defragment and compact full backup file ! Manage passwords
Last Sunday Months.
Weekly on selected days Days
Cancel Cancel

Figure 37: Adjusting backup copy job “advanced" settings for Architecture A.

» Data Transfer — VVeeam Backup & Replication can send backup copies in a traditional direct copy over a WAN, or through WAN
Accelerators.

« Direct — Data is sent directly between the source and destination Veeam Gateway Servers, sending only unique
incremental data based on Veeam's tracking of changed data rather than Catalyst source-side deduplication.

» WAN accelerators — Minimize Veeam backup copy traffic on WAN links by using source and target caches of data blocks already
sent between the locations. Typically, this option is recommended on WAN connections of less than 100 Mb/s. A detailed
overview of WAN accelerators and instructions for deployment can be found in the Veeam Backup & Replication user guide.

New Backup Copy Job -

! Data Transfer
- Choose how VM data should be transfemed from source to target backup repository.

Job ® Direct
) VM data will be sent directly from source to target repository. This mode is recommended for
Vitual Machines copying backups on-site, and off-site over 3 fast connection.
Torget ) Through built-in WAN accelerators
R VM data will be sent to target repository through WAN accelerators that must be deployed in both

source and target sites. This mode provides for significant bandwidth savings.
Schedule Source WAN accelerator:

Summary Target WAN accelerator:

<Previous|l Next > | Cancel

Figure 38: Specifying backup copy data transfer method.
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 Schedule — By default, backup copy jobs are set to run continuously between copy intervals, waiting for new restore points
that meet the interval's requirements. To manage network usage, data transfer can be paused during peak usage times, for
example during hours of heavy infrastructure utilization, as shown in Figure 38.

Edit Backup Copy Job [Backup Copy Job 1] [x]
t U P Schedule
‘{ — vf | Specify when this job is allowed to transfer data over the network. Backup copy jobs run continuousty, starting data transfers
‘ = | acconding to copy interval and/or as the new VM restore points appear.
Job This job can transfer data:

() Any time (continuously)
Virtual Machines -
(®) During the following time periods only:

Target ( ¢
12-2-4:-6-8-10-12-2-4-6-8-10-12
Data Transfer

Schedhie Sunday IIIIIIIIIIIIIIIIIIIIIIII

Summary Monday Il

) Enable
Wednesday .

e
T Disable

0l
saiy [|HRRRNNN

Monday through Fnday from 8:00 AM to 6:59 PM

< Previous Next > | | Finish | ‘ Cancel

Figure 39: Specifying the backup copy schedule.

Architecture “B" configuration

In this section, we show the configuration for using Veeam backup copy jobs between two locations with a Veeam gateway
located on the source site writing directly over the WAN to the remote StoreOnce Catalyst-based backup repository. StoreOnce
Catalyst makes source side deduplication and compression, and supports the high latency typical for WAN connectivity.

The advantage of this configuration comes from the high data reduction provided by Catalyst source- side deduplication and
compression, which optimize the WAN utilization. This configuration does not require any additional hardware and supports
a WAN connection of more than 1000Mb/s with multiple concurrent streams.

In comparison with "Architecture A", the communication over the WAN does not happen between a Veeam Gateway server

at the source site and a Veeam Gateway server at the destination site, instead it happens between a Veeam Gateway server
at the source site and the StoreOnce at the destination site.
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* Create aremote Catalyst Store

Ensure that Low Bandwidth/Low Bandwidth transfer policies are selected to enable StoreOnce source-side deduplication.

Veeam_Backup_Copy

Catalyst Store Details | Permissions Catalyst tem Summary Data Jobs Outbound Copy Jobs Inbound Copy Jobs

Name Veeam_Backup_ Copy
Description Offsite Copy of Backups
Data Job Log Retention Period (Days) 90

Inbound Copy Job Log Retention Period (Days) g0
Outbound Copy Job Log Retention Period (Days) 20

Primary [ Default) Transfer Policy Lew Bandwidth
Secondary Transfer Policy Low Bandwidth
Physical Data Size Quota (Mo Limit)
Logical Data Size Quota {Me Limit)
Store Encryption Enabled F

Secure Erase Mode Mone

Store is Federated I=

Figure 40: Creating a new remote Catalyst Store using the StoreOnce GUI.

 Create a new backup repository

Follow the steps described in the “Creating a StoreOnce Catalyst-based Veeam Backup Repository” section above to create a new
backup repository. Choose a Gateway Server at the primary site and check the box labeled Gateway server and StoreOnce are
connected over WAN which will enable additional compression and error correction using native StoreOnce checksum.

Edit Backup Repository -
+ HPE StoreOnce
Specify HPE StoreOnce storage name and credentials.

Name
Type
Deduplicating Storage
HPE StoreOnce
Credentials: | 4, Admin (StoreOnce, last edited. vI I Add..
Repository Manage
Mount Server
Gateway server:
Review O Automatic selection
Aoply @ The following server:

| ATLVBKJL ga Jocal (Backup server) v

- [+ Gateway server and StoreOnce are connected over WAN

Enables network traffic compression and checksumming by Catalyst. Using this funcitonality may
reduce backup performance over fast links

[ <Previous | [ Net> |[ Fnsh |[ Cancel

Figure 41: Enabling the “Gateway server and StoreOnce are connected over WAN" option for the remote backup repository.
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* Create a backup copy job

Follow the same steps described in "Architecture A" except for the settings below.

+ Advanced — Maintenance

« Storage-level corruption guard — Not recommended

Target — In this step, specify the Catalyst-based target repository, the retention policies and the advanced parameters.

NOTE: While technically supported, storage-level corruption guard requires reading the entire backup file back to the
gateway serer, which in this archtecture is typically over a WAN where link speed and reliability may dffect its performance.

+  Full backup file maintenance

+  Remove deleted VMs data — Optional

+  Defragment and compact full backup file — Not supported

+ Advanced — Storage
- DataReduction

«  Deduplication — Enabled

« Compression — Auto

NOTE: Catalyst checksums data sent to prevent transmission errors. StoreOnce has additional data integrity algorithms to continuously
verify its storage to prevent silent corruptions. In addition, RAID 6 prevents data loss even after two concurrent disk failures.

Advanced Settings

Maintenance  Storage Notifications  Scripts
Storage-level corruption guard
Perform backup files health check (detects and auto-heals corruption)
® Monthly on:  Last ~ | | Saturday ~  Months...

O Weekly on selected days: Days...

Full backup file maintenance

Use these settings to clean up, defragment and compact full backup file
pericdically when the job schedule does not include periodic fulls.

[J Remove deleted VMs data after

< | days
[ Defragment and compact full backup file
Monthly on: LS8 Sunday Months...
Weekly on selected days Days...

Figure 42: Adjusting backup copy job “advanced" settings for Architecture B.

Advanced Settings *

Maintenance Storage Notifications Seripts
Data reduction
[ Enable inline dats deduplication (recommended)
Compression level
Auto (recommended)

Use this option to keep the existing compression level

Encryption

[ Enable backup file encryption
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« Data Transfer — Select “Direct” data transfer.

In this architecture, the “Through built-in WAN accelerators” is not supported and not required because the WAN is already
optimized by Catalyst Source-side deduplication.

New Backup Copy Job n

Data Transfer
Choose how VM data should be transfemed from source to target backup repository.

Job ® Direct
) VM data will be sent directly from source to target repository. This mode is recommended for
Vitual Machines copying backups on-site, and off-site over a fast connection.
Target _! Through builtin WAN accelerators
e VM data will be sent to target repository through WAN accelerators that must be deployed in both

source and target sites. This mode provides for significant bandwidth savings.
Source WAN accelerator:

Schedule

Summary

Target WAN accelerator:

<Previous | | Net> | | Cancel

Figure 43: Choosing the direct transfer mode for the backup copy job.

Architecture “B" restore configuration

Because there isn't a gateway server at the remote location with the Architecture B and it is required that all data pass through
a gateway server before restoring, it is recommended to add at least one standby gateway server that can be used on demand,
specifically for this purpose. Many of the same steps described earlier in this guide apply for this configuration, but here is a summary:
1. Add a Windows Server — This should be located at the remote location
2. Create a new Veeam Backup Repository pointing to the existing Catalyst Store

1. Use the off-site StoreOnce IP address, name or CoFC identifier and credentials

2. Choose the same off-site Catalyst store as used in the setup of Architecture B for the backup repository

3. Choose the newly added Windows Server as the gateway server and the mount server
Once added, this repository can be periodically rescanned and newly found backups will appear alongside “disk” and “disk

(copy)” backups with a name of “disk (imported).” We recommend to restore from backups under disk (imported) as they will use
the off-site gateway server and not the one on the primary site to retrieve restore data.
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Utilizing backups

Once primary and backup copy jobs have completed, backups for each job will be found under Backups>Disk for primary
backups, Backups>Disk (copy) for backups created using backup copy jobs, or Backup>Disk (imported) for backups imported
from backup repositories that aren't tied to a backup or backup copy job. Restores can be performed simply by right-clicking
on the VMs for the restore and using the desired option.

Note: Application item restore options will not appear for VM backups containing supported applications if “Guest Aware Image
Processing” isn't chosen in the backup job specification.

BACKUP & REPLICATION Qr

RESTORE POINTS

12/18/2015 1:29PM

';‘C. Backup Copy 12/18/2015 1:29 PM 1
4 t; Backups

[£5] Storage snapshots & Restore entire VM..,

I.E‘.'_._ Disk :-'1 Restore VM files...

£ Disk (copy) A% Restore VM hard disks...
| e 2% hoties ™ Restore guest files »

[ Success

4 Delete from disk

Figure 44: Restoring from disk-based backups in the Veeam GUI.

Resources

» Veeam Backup & Replication user guide for Hyper-V or VMware
 StoreOnce support matrix

» Veeam with StoreOnce limitations

» Veeam Community Forums — Backup & Replication

» HPE StoreOnce page

» HPE-Veeam page

 HPE Technical Support Service for StoreOnce Catalyst
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Appendix

StoreOnce model zl:‘:aa);r:'?:t)ore points per single backup lp\,n:rxri‘r::?(;)cmcurrent backup sessions
VSA 7 64
6200 14 192
2700 7 48
2900 14 96
4500 14 128
4700 14 192
4900 28 500
6500 28 512
3100 7 80
3500 14 192
5100 21 320
5500 35 1000
6600 42 1024

« This defines the maximum number of incremental backups associated with a full backup. If one backup per day is created
on a StoreOnce 2700, then there needs to be at least one synthetic full per week. Please note, this limit does not influence the
maximum number of restore points since it is possible to have multiple chains in retention.

 This number defines the limit for the StoreOnce node (server). Version 9.5 monitors the number of concurrent sessions and
can pause jobs on “wait for resource” state until enough resources are available.
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About Veeam Software

Veeam® recognizes the new challenges companies across the globe face in enabling the Always-On Business™, a business
that must operate 24.7.365. To address this, Veeam has pioneered a new market of Availability for the Always-On
Enterprise™ by helping organizations meet recovery time and point objectives (RTPO™) of less than 15 minutes for all
applications and data, through a fundamentally new kind of solution that delivers high-speed recovery, data loss avoidance,
verified protection, leveraged data and complete visibility. Veeam Availability Suite™, which includes Veeam Backup.

& Replication™, leverages virtualization, storage, and cloud technologies that enable the modern data center to help
organizations save time, mitigate risks, and dramatically reduce capital and operational costs.

Founded in 2006, Veeam currently has 47,000 ProPartners and more than 242,000 customers worldwide. Veeam's
global headquarters are located in Baar, Switzerland, and the company has offices throughout the world. To learn
more, visit www.veeam.com.

About HPE StoreOnce

Hewlett Packard Enterprise was founded in 2015 from the split of Hewlett-Packard into HP Inc. and Hewlett Packard
Enterprise. At HPE we help customers use technology to slash the time it takes to turn ideas into value. In turn, our
customers transform industries, markets and lives.

HPE Storage delivers all flash and disk storage in software defined, hyper-converged, modular and traditional form
factors. For secondary storage, HPE offers tape (StoreEver) and disk (StoreOnce) products. StoreOnce is available

as purpose built backup appliances and as a virtual appliance. The StoreOnce appliances interoperate with Veeam and
other leading backup software applications.

To learn more, visit http://www.hpe.com and www.hpe.com/storage/StoreOnce.
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